Bankers Books Evidence Bill 2026 M oder nises
Banking Evidence Law for Digital Records While
Raising Privacy and Cybersecurity Concerns

Recent Developments:

e The Bankers Books Evidence Bill, 2026 was introduced in the L ok Sabha on 3 August 2026, passed by
the Lok Sabhaon 5 August 2026, and subsequently passed by the Rajya Sabha on 10 August 2026, clearing
Parliament and paving the way for replacement of the colonial-era Bankers Books Evidence Act, 1891.

e The Bill seeksto modernise the legal framework governing the use of bank recor ds as evidence by
explicitly recognising records maintained in electronic, digital, virtual and cloud-based forms.

e Thereform isintended to align evidence law with the redlities of digital banking, while retaining most of the
substantive framework of the 1891 Act.

e Thelegidation has also generated concerns regarding data privacy, cyber security, authentication of
digital records and safeguar ds against unauthorised access, particularly because digital records can be
copied and transmitted much more easily than physical banking records.

Background and Need for Reform:

Bankers Books Evidence Act, 1891

e The Bankers Books Evidence Act, 1891 was enacted to simplify the production of banking recordsin
judicial proceedings by allowing certified copies of entriesin bankers books to be used as evidence
without routinely requiring production of original records.

e Under the earlier framework, a certified copy of arelevant bank entry could serve as prima facie evidence of
the existence of the entry and of the matters, transactions and accounts recorded in it.

e The framework reduced the need for bank officials to physically produce original ledgers or repeatedly
appear before courts merely to authenticate routine banking records.

Why the 1891 Framework Became | nadequate:

e Theorigina legidation was designed for an era when banking records were predominantly maintained in
physical books, ledgersand registers.

e Modern banking increasingly relies on cor e banking systems, electronic databases, digital records, cloud
infrastructure and automated transaction logs, creating a need for technology-neutral evidence law.

e The expansion of inter net banking, mobile banking, digital payments and electronic financial services
has therefore made explicit recognition of digital banking records increasingly important.

Major Provisions of the Bankers' Books Evidence Bill, 2026.

Expanded Meaning of Bankers Books:
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e The Bill expands the legal framework to expressly recognise electronic or digital records of bankers' books
as admissible evidence.

e Such records may be maintained electronically, digitally, virtually or in cloud-based and other
technological environments, thereby bringing the evidentiary framework closer to contemporary banking
architecture.

e The Bill therefore moves the law away from an essentially physical-record-oriented framework towards a
technology-neutral evidentiary framework.

Admissibility of Electronic Records:

e An electronic or digital record of abanker’s book can be admitted as evidence when specified conditions
regarding its authenticity, accuracy and integrity are satisfied.

e Therelevant copy must be atrue copy of the entry or information and must correctly represent or be
appropriately derived from the original record.

e The system should not show unauthorised alteration of data, and there should be no tampering or other
event that undermines the integrity and accuracy of the record.

Certification of Digital Evidence:

e The Bill introduces defined certification requirements for electronic and digital banking records so that courts
can assess their authenticity and evidentiary reliability.

e Thisisbroadly consistent with the wider shift in Indian evidence law towards formal authentication of
electronic records, including the certification framework under the Bhar atiya Sakshya Adhiniyam, 2023.

e Standardised certification can reduce uncertainty regarding whether a digitally produced bank record isa
genuine representation of the underlying banking record.

Clarification of “ Special Cause’:

Position under the 1891 Act:

e Under the earlier law, where a bank was not a party to legal proceedings, a bank officer generally could not
be compelled to produce bankers books or appear as awitness regarding their contents unless a court or
judge ordered such production for special cause.

e The 1891 Act did not clearly define the expression “ special cause”, leaving considerable scope for judicial
interpretation.

Position under the 2026 Bill:

e TheBill defines* special cause” to include circumstances where:

The accuracy or genuineness of an entry or information is doubtful.

An event indicates that the regularity or ordinary nature of recor d-keeping has been interrupted.
The bank has failed to comply with acourt order concer ning inspection of bankers books.

The clarification can make the procedure more predictable and reduce unnecessary involvement of bank
officialsin litigation where the authenticity of records is not genuinely disputed.

Application to Other Financial Entities:

Existing Framework:

e The 1891 Act primarily applied to entities engaged in banking business, along with specified postal savings
and money-order offices.

Proposed Expansion:
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e The Bill empowersthe Central Government to extend its provisions to any entity or class of entities
operating in the financial sector through notification.

e The government may prescribe conditions, exceptions or modifications while extending the framework to
such entities.

e Thisprovision creates flexibility for future technological and financial devel opments but also raises questions
about whether entities such as fintech platforms and digital financial service providers should receive the
same evidentiary treatment as regulated banks without additional safeguards.

I nvestigative Power s and Privacy Concerns.

Section 11 and Production of Records:

e The Bill retains provisions concerning the production of bankers' books for investigations and inquiries,
including the existing framework under which specified investigative orders can operate without requiring
routine physical production of banking records.

e The provision has attracted attention because banking records contain highly sensitive information about an
individual's financial transactions, assets, liabilities and economic behaviour.

Why Digital Records Increase the Risk:

e Physical banking records are relatively difficult to copy, transfer and disseminate at scale, whereas electronic
recor ds can be duplicated and transmitted almost instantly.

e Wider digital access therefore increases the potential consequences of unauthorised disclosure,
cyberattacks, insider misuse and data breaches.

e Thekey policy issueis consequently not merely whether authorities can obtain banking information, but
whether such access is accompanied by adequate necessity, proportionality, purpose limitation, access
control and accountability safeguards.

Major Concerns and Gaps.

Absence of Explicit Hash-Based Verification:

e Experts have argued that the Bill could have explicitly incorporated cryptogr aphic hash values as an
additional mechanism for demonstrating that an electronic record has not been altered.

e A hash value functions as adigital fingerprint of data because even a small ateration to the underlying file
can generate a different hash.

e Hash-based verification could therefore strengthen the integrity and chain of custody of electronic banking
evidence, particularly where the authenticity of adigital record is disputed.

Data Protection and Cybersecurity:

e TheBill primarily addresses the evidentiary status of banking records and does not constitute a
comprehensive data-protection framework for handling sensitive financial information.

o Effective implementation therefore needs to operate alongside India's broader data protection,
cybersecurity and financial-sector regulatory architecture.

e Banksand financia institutions need robust safeguards covering encryption, access controls, audit trails,
incident response, data minimisation and secure data transfer.

Certification Burden:

¢ Requiring bank officialsto certify aspects of the security and integrity of electronic records may create
practical difficultiesin highly centralised banking systems.
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e A branch-leve officer may not possess detailed technical knowledge of the central data centre, cloud
infrastructure, cyber security controls or third-party technology provider responsible for maintaining the
relevant record.

e A more technically appropriate approach could involve modular certification, under which designated
technical or information-security officers certify system-level integrity while authorised banking officials
certify the relevant banking record.

Extension to Financial Entities:

e The power to extend the legislation to other financial-sector entities through notification provides
administrative flexibility but raises questions about regulatory consistency and parliamentary oversight.

e Entitieswith significantly different levels of cybersecurity maturity should not automatically receive identical
evidentiary presumptions without appropriate technical, regulatory and accountability requirements.

Transitional and I nterpretation | ssues:

e Replacing an existing statute with anew legal framework can create questions regarding the treatment of
ongoing litigation, previously generated records and proceedingsinitiated under the old law.

e Courts may therefore need to clarify how the new evidentiary framework interacts with pending
proceedings and recor ds created before commencement of the new legidation.

Significance for Judicial Efficiency:

Faster Admission of Banking Records:

e Explicit recognition of digital banking records can reduce procedural disputes concerning whether electronic
bank statements and other digital records qualify as admissible evidence.

e Standardised certification can help courts focus on the substantive dispute rather than repeatedly
resolving technical questions about the form of banking records.

Reduction in Physical Documentation:

e Digital evidence reduces dependence on physical ledgers, printed statements and manual record
production, thereby lowering administrative costs for banks and courts.

Commercial and Financial Litigation:

e Banking records are frequently relevant to disputesinvolving loans, cheques, debt recovery, insolvency,
fraud, commer cial transactions and financial claims.

e Easier authentication of digital records can potentially contribute to faster adjudication of commercial
disputes.

Relationship with India’s Digital Evidence Framework:

Bharatiya Sakshya Adhiniyam, 2023:

e The Bharatiya Sakshya Adhiniyam, 2023 provides the contemporary statutory framework governing
evidence and gives significant recognition to electronic and digital records.

e The Bankers Books Evidence Bill complements this broader transition by specifically addressing the
evidentiary treatment of bankers books and banking records.

e Together, the frameworks reflect India's transition from paper-oriented evidence procedures towards digitally
authenticated evidence.
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Evidence I ntegrity:

e Digita evidence requires more than mere electronic availability because courts must aso be able to assess
authenticity, integrity, provenance and reliability.

e The effectiveness of the new banking evidence framework will therefore depend not only on legal
recognition but also on technical standards and institutional cyber security capacity.

Benefits of the Bill:

Modernisation:

e The Bill replaces a 135-year-old evidentiary framework with provisions designed for contemporary digital
banking.

Legal Recognition:

e It expressly recognises electronic and digital banking recor ds as admissible evidence subject to prescribed
safeguards.

Judicial Efficiency:

e It can reduce unnecessary physical production of records and minimise the need for bank officials to appear
in court in routine cases.

Standardisation:

o Defined certification requirements can provide courts with a more consistent basis for assessing digital
banking evidence.

Technology Neutrality:

e Recognition of virtual and cloud-based records allows the legal framework to remain relevant as banking
technology evolves.

Challenges:
Privacy:

e Banking records contain highly sensitive personal and commercial information, making privacy protection
essential.

Cybersecurity:

¢ Increased dependence on digital evidence creates greater exposure to hacking, insider threats,
unauthorised copying and data breaches.

Authenticity:

e Courtsrequire reliable mechanisms to establish that digital records have not been altered, manipulated or
fabricated.

I nstitutional Capacity:
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e Banks, courts and investigative agencies require adequate technical expertise, cybersecurity infrastructure
and standard oper ating procedures.

Regulatory Coordination:

e Implementation must remain consistent with the broader frameworks governing banking regulation, digital
evidence, cybersecurity and personal data protection.

Way Forward:

Stronger Digital Authentication:

e The framework should encourage technically robust mechanisms such as cryptographic hashing, digital
signatures, trusted timestamps, audit trails and secur e chain-of-custody proceduresfor sensitive
electronic evidence.

Privacy by Design:

e Access to banking records should follow principles of necessity, proportionality, purpose limitation, data
minimisation and accountability.

Role-Based Access:

e Digital banking evidence should be accessible only to authorised officials, with every access, transfer and
maodification attempt recorded through tamper-resistant audit logs.

Technical Certification:

¢ Certification responsibilities should be distributed according to expertise, allowing banking officersto
certify record provenance and technical officersto certify system integrity where appropriate.

Judicial Oversight:

e Sensitive investigative access to financial records should be subject to adequate legal safeguards and
institutional over sight, particularly where large volumes of personal financial information are involved.

Capacity Building:

e Courts, banks, police agencies and other stakeholders should receive regular training in digital forensics,
electronic evidence handling, cyber security and data protection.

Value Addition for UPSC:

e Corelegal principle: A certified banking record can function as prima facie evidence, reducing the need for
routine production of original banking records.

e Technology—aw linkage: The Bill demonstrates how legislation must evolve alongside cor e banking
systems, cloud computing, digital payments and electronic recor d-keeping.

e Privacy linkage: Banking data constitutes sensitive financial information; therefore, digital evidence reform
must be balanced against privacy, proportionality and cyber security.

e Governance principle: Thereform illustrates the need to combine Ease of Doing Business, judicial
efficiency and technological moder nisation with institutional safeguards.

e Prelimsfact: The Bankers Books Evidence Bill, 2026 was introduced in the L ok Sabha on 3 August
2026, passed by the Lok Sabha on 5 August 2026, and passed by the Rajya Sabha on 10 August 2026.
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