Supreme Court StrengthensIndia's I nstitutional
Response Against Digital Arrest Scams Through
Coordinated Banking, Cybercrime and Telecom
Reforms
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Recent Developments:

e The Supreme Court hasissued a comprehensive set of directions to the Union Government, States/UTs,
Reserve Bank of India (RBI), Indian Cyber Crime Coordination Centre (14C) and telecom authorities
to strengthen the institutional response against Digital Arrest Scams.

e The Court directed the RBI to prepare a uniform Standard Operating Procedur e (SOP) for banks to
identify M ule Accounts, temporarily hold suspicious transactions, strengthen grievance redressal and
facilitate restoration of defrauded money.

e The Court also directed all Statesand Union Territoriesto operationalise the e-Zer o FIR mechanism and
strengthen State Cyber Crime Coordination Centresfor faster investigation and recovery of cyber fraud
losses.

Digital Arrest Scam:

Meaning:

e A Digital Arrest Scam is a sophisticated cyber-enabled financial fraud in which fraudsters impersonate
officials of agencies such asthe Police, Central Bureaof Investigation, Enforcement Dir ector ate,
Customs Department or other government authorities to extort money from victims.

e Thefraud exploitsfear, psychological pressure, identity theft, forged official documents and real-time
digital communication to convince victims that they are under legal investigation or imminent arrest.

¢ Although the term Digital Arrest has become widely used, no provision under Indian law per mitsany
authority to place a person under " digital arrest” through telephone or video calls.

Key Features:

e Cross-border cybercrime, identity imper sonation, financial fraud, social engineering and money
laundering are integrated into a single organised criminal operation.

e Fraud networks generally operate through multiple bank accounts, telecommunication infrastructure,
fakeidentities, digital payment platformsand inter national financial channels, making investigation
more complex.

How the Digital Arrest Scam Oper ates:

Modus Operandi:
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e Fraudstersinitiate contact through mobile calls, internet calls, video conferencing applications, instant
messaging platfor ms or social media while impersonating officials from investigative or regulatory
agencies.

e Victims are falsely informed that they are linked to offences such as money laundering, drug trafficking,
parcel fraud, tax evasion, identity theft or terror financing, creating immediate fear of criminal
prosecution.

e Victims are instructed to remain under continuous audio or video surveillance, prohibited from contacting
family members or lawyers and threatened with immediate arrest if they fail to cooperate.

e Criminalscirculate forged court orders, arrest warrants, government notifications, identity cards and
agency documents to create an illusion of legal authenticity.

e Victims are ultimately coerced into transferring money to designated bank accounts under the fal se assurance
that the amount will be verified, secured or refunded after investigation.

Role of Mule Accounts;

Meaning:

e Mule Accounts are bank accounts used to receive, layer and transfer fraudulently obtained money on behalf
of organised cybercriminals.

Functions:

e They conceal the original source and destination of illegal funds by routing money through multiple banking
layers.

e They facilitate money laundering, delay investigation and complicate tracing of financial transactions across
jurisdictions.

e They are frequently opened using stolen identities, forged documents, fake Know Your Customer
records or unsuspecting individuals recruited for financial incentives.

e They constitute one of the most critical operational components of organised cyber-enabled financial fraud.

Legal and Institutional Framework Against Cyber Financial Fraud:

Indian Cyber Crime Coordination Centre:

¢ Indian Cyber Crime Coordination Centre (14C) functions under the Ministry of Home Affairs asthe
national nodal agency for prevention, detection, investigation and coordination of cybercrime.

o It facilitates intelligence sharing, cyber forensic support, capacity building, public awareness, cybercrime
analytics and coordination among L aw Enforcement Agencies.

National Cybercrime Reporting Portal:

e The National Cybercrime Reporting Portal enables citizens to report cyber offences through a unified
online platform.

e Complaintsrelated to financial cyber fraud are integrated with banking institutions and law enforcement
agencies to enable rapid preventive action.

National Cybercrime Helpline 1930:

e The 1930 Helpline provides immediate reporting of cyber-enabled financial fraud and enables authorities to
quickly initiate fund freezing and transaction tracking before money exits the banking system.

Reserve Bank of India:
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e The Reserve Bank of India regulates banking institutions through prudential norms relating to suspicious
transactions, fraud risk management, customer protection and banking supervision.

e It aso coordinates with financial institutions for temporary account restrictions, transaction monitoring and
restoration of fraudulently transferred funds.

e-Zero FIR Mechanism:

e e-Zero FIR enablesregistration of cyber financial crime cases electronically irrespective of territorial
jurisdiction, thereby reducing procedural delays during the critical early stages of investigation.

e The mechanism integrates the National Cybercrime Reporting Portal, Crime and Criminal Tracking
Network & Systemsand police investigation systems for faster conversion of complaintsinto criminal cases.

State Cyber Crime Coordination Centres:

e These ingtitutions coordinate cybercrime investigation, digital forensics, intelligence sharing, banking
coordination and prosecution at the State level while supporting district cybercrime units.

Supreme Court's Suo Motlntervention:

Background:

e The Supreme Court initiated suo motproceedings in November 2025 after an elderly couple from Ambala,
Haryana lost approximately ?1.05 crorein adigital arrest scam.

e Fraudsters allegedly used forged orders purportedly issued by the Supreme Court, Bombay High Court and
Enforcement Director ate to deceive the victims and obtain large financial transfers.

Why Judicial I ntervention Became Necessary:

e Rapid growth in organised cyber fraud exposed significant gaps in inter-agency coordination, banking
response, victim compensation and recovery of defrauded money.

e The Court recognised that effective prevention requires coordinated action by financial regulators, telecom
authorities, law enfor cement agencies, State Gover nments and the Union Gover nment, rather than
isolated institutional responses.

Why Digital Arrest Scams Have Emerged asa Major Gover nance Challenge:

Governance Per spective:

¢ Digita arrest scams undermine public trust, financial inclusion, digital gover nance and citizen confidence
in online public services.

e The fraud ecosystem exploits rapid expansion of digital payments, online banking, mobile connectivity
and digital identity systems, requiring equally advanced institutional safeguards.

Economic and National Security Perspective:

e Large-scale cyber fraud contributes to money laundering, organised crime financing, cross-bor der
financial crime and illicit capital movement.

e Increasing digital dependence makes cyber resilience an essential component of economic security,
financial stability and national security.

Supreme Court'sKey Directions:

Standard Operating Procedure for Banks:
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e The Reserve Bank of India (RBI) has been directed to prepare and circulate a uniform Standar d Oper ating
Procedur e (SOP) within four weeks for all scheduled banks to ensure a coordinated response against
Digital Arrest Scams.

e The SOP shall provide for tempor ary debit holds on suspicious transactions, immediate identification of
Mule Accounts, standardised reporting procedures and uniform action across the banking system.

e The framework shall also incorporate a Grievance Redressal M echanism, M oney Restoration M odule,
customer awareness measures and procedures for inter-bank coordination.

e A copy of the SOP shall be furnished to the Registrars General of all High Courtsto facilitate uniform
implementation by judicia authorities.

e-Zero FIR and State Coordination:

e All Statesand Union Territories have been directed to operationalise the e-Zero FIR mechanismin
consultation with the Indian Cyber Crime Coordination Centre (14C).

e States have also been directed to establish and fully operationalise State Cyber Crime Coor dination
Centresfor effective investigation, intelligence sharing and inter-agency coordination.

e The Court noted that the e-Zero FIR mechanism is operational in 19 States, whereas only 14 States have
formally notified State Cyber Crime Coordination Centres, highlighting the need for nationwide
implementation.

Grievance Redressal and Money Restoration:

e Statesand Union Territories have been directed to establish Grievance Redressal and M oney Restor ation
mechanisms in accordance with the Ministry of Home Affair s guidelines.

e Registrars General of High Courts shall ensure that courts and adjudicating authorities dealing with frozen
bank accounts are informed about these mechanisms.

e Victims should ordinarily utilise the institutional grievance mechanism before pursuing other legal remedies,
although statutory remedies shall remain available.

¢ All adjudicating authorities, including the Reserve Bank of India, Banking Ombudsmen, Consumer
Commissions and courts, have been directed to ensure expeditious disbursement of recovered money to
victims.

Victim Compensation Framework:

e TheInter-Departmental Committee (IDC) has been directed to examine a comprehensive Shar ed
Liability and Victim Compensation Framework for cyber-enabled financial fraud.

e The Committee has also been asked to examine rationalisation of the existing ?10 cror e threshold for
Central Bureaof I nvestigation (CBI) investigation by permitting aggregation of multiple frauds committed
by the same organised criminal network.

Telecom Measures:

e The Court directed the Ministry of Electronics and Information Technology, the Department of
Telecommunications and 14C to examine technological safeguards, including time-based restrictions on
suspicious audio and video callsused in digital arrest scams.

e The Court also took note of the notification of the Telecommunications (Radio Equipment Possession
Authorisation) Rules, 2025 and the proposed Telecommunications (User Identification) Rules, 2025,
which seek to strengthen identity verification and telecom security.

Progress Report Reviewed by the Supreme Court:

Declining Number of Complaints:
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e Data placed before the Court by 14C indicated that complaints relating to Digital Arrest Scams on the
National Cybercrime Reporting Portal declined from 1,23,672 in 2024 to 58,239 in 2025.

e Upto 30 June 2026, 16,377 complaints had been reported, indicating improving institutional response while
highlighting the continuing need for vigilance.

Money Restoration Mechanism:

e A Data Sharing Memorandum of Under standing between the Reserve Bank Innovation Hub and 14C
was executed on 11 M ay 2026 to improve coordination in fund recovery.

e The Money Restoration Mechanism Portal presently includes 57 banks, covering all 36 Statesand Union
Territories.

e Authorities successfully restored money in 36,290 cases involving approximately ?18.05 crore,
demonstrating improved institutional capacity for victim assistance.

Central Bureaof I nvestigation Action:

e The Central Bureaof I nvestigation has registered multiple Digital Arrest Scam cases involving organised
criminal syndicates.

e In one maor investigation, the agency identified 238 victims, traced transactions through 67 fir st-layer
bank accounts, uncovered fraud involving nearly ?80 crore and conducted searches across 93 locationsin
16 States.

Significance of the Supreme Court Directions.

Strengthening Victim-Centric Governance:

e Thedirectionsinstitutionalise victim protection, speedy grievance redressal, money restoration and the
development of a structured compensation framework.

e Uniform procedures are expected to reduce procedural delays and improve citizen confidence in digital
governance.

Strengthening Banking Supervision:

e Early identification of M ule Accounts and temporary freezing of suspicious transactions can significantly
reduce financial losses before fraudulent funds are layered or transferred abroad.

e Standardised banking procedures improve coordination among financial institutions and law enforcement
agencies.

I mproving Criminal Justice Administration:

e Nationwide implementation of e-Zero FIR and dedicated cybercrime coordination centres can accelerate
investigation, evidence preservation and prosecution.
e Greater institutional coordination reduces jurisdictional delaysin cybercrime investigation.

Enhancing National Cyber Security:

e Coordinated action involving the RBI, 14C, CBI, State Gover nments, telecom authorities and financial
ingtitutions strengthens India's cyber resilience against organised financial crime.

e Public awareness initiatives complement regulatory measures by reducing citizens vulnerability to cyber-
enabled socia engineering attacks.

Challenges:
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Operational Challenges:

e Cybercriminals continuously adopt new technologies, encrypted communication platforms, artificial
intelligence tools and cross-border financial channels, making detection increasingly difficult.
e Delaysin reporting fraud significantly reduce the possibility of freezing or recovering stolen funds.

Institutional Challenges:

e Uneven implementation of cybercrime infrastructure across States affects investigation quality and response
time.

e Limited cyber forensic capacity, shortage of trained investigators and jurisdictional complexities continue to
constrain enforcement.

I nternational Challenges:

e Cross-border cybercrime networks exploit multiple jurisdictions, shell entities, cryptocurrency platforms and
foreign banking systems, requiring stronger international cooperation and information sharing.

Way Forward:

Strengthening I nstitutional Capacity:

e Expand cyber forensic laboratories, specialised investigation units and continuous capacity building for
police, prosecutors, banking officials and judicial officers.

¢ Ensure nationwide operationalisation of e-Zero FIR, State Cyber Crime Coordination Centresand
integrated digital investigation platforms.

Technology-Driven Prevention:

e Deploy Artificial Intelligence, Machine L earning, behavioural analytics and real-time transaction
monitoring for early detection of suspicious financial activity.

e Strengthen secure Digital Public I nfrastructur e through improved identity verification, fraud analytics and
telecom safeguards.

Citizen Awareness:

e Conduct sustained nationwide awareness campaigns emphasising that no law enfor cement agency conducts
"digital arrests’ through telephone or video calls.

¢ Encourage immediate reporting through the National Cybercrime Helpline 1930 and the National
Cybercrime Reporting Portal immediately after any suspected fraud.

Conclusion:

e Digital Arrest Scams represent an evolving form of organised cyber-enabled financial crime that threatens
citizen security, financial stability and trust in digital governance.

e The Supreme Court's directions establish a coordinated framework integrating banking regulation,
cybercrimeinvestigation, telecommunication safeguar ds, victim compensation and inter-agency
cooper ation.

e Sustained institutional coordination, technological innovation, robust cyber security infrastructure and
continuous public awareness will be essential to build aresilient and secure digital ecosystem.

Value Addition for UPSC:

I mportant Facts:
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Nodal Agency: Indian Cyber Crime Coordination Centre (14C).
Administrative Ministry: Ministry of Home Affairs.

National CybercrimeHelpline: 1930.

Reporting Platform: National Cybercrime Reporting Portal.
Banking Regulator: Reserve Bank of India.

Key Judicial Innovation: e-Zero FIR for cyber-enabled financia fraud.

Prelims Facts:

e Digital Arrest hasno legal recognition under Indian law.
e Mule Accounts are bank accounts used to receive, transfer and launder proceeds of cyber fraud.
e e-Zero FIR enablesregistration of cybercrime complaints without territorial jurisdiction constraints
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